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ABSTRACT

الأهداف: تبحث هذه الدراسة المقطعية في أراء العاملين في القطاع الصحي 
حول خصوصية السجلات الطبية الإلكترونية وتأثيرها على جودة العمل في 

مستشفيات الرياض.

المنهجية: تم إجراء مسح شمل 381 من العاملين في القطاع الصحي باستخدام 
بالسجلات  بمعرفتهم  المتعلقة  البيانات  لجمع  التعبئة  ذاتي  إلكتروني  استبيان 
انتهاكات  مع  وخبراتهم  البيانات  حماية  حول  أرائهم  الإلكترونية  الطبية 

الخصوصية.

دراية  على  كانوا  المشاركين  من   79.3% أن  النتائج  كشفت  النتائج: 
في  ثقتهم  عن  عبروا  فقط   69.6% أن  إلا  الإلكترونية،  الطبية  بالسجلات 
حماية بيانات المرضى من الوصول غير المصرح به. وبشكل مثير للقلق، اعترف 
إذن، مما  الطبية دون  إلى سجلات زملائهم  بالوصول  المشاركين  %25.5 من 
أثار مخاوف كبيرة بشأن الخصوصية. على الرغم من وجود سياسات تنظيمية 
لحماية الخصوصية، فإن %24.6 من المشاركين لم يكونوا على دراية أو غير 
الخصوصية  قضايا  تأثير  الدراسة  أبرزت  كما  السياسات.  هذه  من  متأكدين 
على الموظفين الصحيين، حيث أعرب %63.5 عن قلقهم إزاء تأثير خصوصية 
مستويات  بزيادة   39.4% وأفاد  السرية،  على  الإلكترونية  الطبية  السجلات 
التوتر. أظهرت التحليلات الإحصائية وجود ارتباطات ذات دلالة إحصائية بين 
المخاوف المتعلقة بالخصوصية وزيادة التوتر )p=0.010(، ولكن لم يكن هناك 

ارتباط بين هذه المخاوف وتجنب الرعاية الطبية أو تغير السلوك.

لمعالجة  الصحية  للمؤسسات  الملحة  الحاجة  على  الدراسة  تؤكد  الخلاصة: 
القضايا المتعلقة بالخصوصية في السجلات الطبية الإلكترونية، وتعزيز إجراءات 
جودة  وتحسين  المرضى  سرية  حماية  لضمان  الموظفين  وتدريب  البيانات  أمن 

العمل بشكل عام.

Objectives: To investigate healthcare professionals’ 
perceptions of electronic medical records )EMRs( 
privacy and its impact on work quality in Riyadh, 
Saudi Arabia, hospitals.

Methods: A total of 381 healthcare professionals 
were surveyed using a self-administered online 
questionnaire, which collected data on their familiarity 
with EMRs, perceptions of data protection, and 
experiences with privacy breaches.

Results: The findings revealed that 79.3% of the 
respondents were familiar with EMRs. However, only 
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69.6% expressed confidence in safeguarding patient 
data from unauthorized access. Alarmingly, 25.5% 
admitted to accessing colleagues’ EMRs without 
permission, raising significant privacy concerns. 
Despite the presence of organizational privacy 
policies, 24.6% of the respondents were unaware or 
unsure of these policies. The study also highlighted 
the impact of privacy issues on healthcare staff, with 
63.5% expressing concerns regarding the effects of 
EMR privacy on confidentiality and 39.4% reporting 
increased stress levels. Statistical analyses revealed 
significant associations between privacy concerns and 
stress )p=0.010( but no associations with avoiding 
medical care or behavior changes.

Conclusion: This study underscores the urgent need 
for healthcare institutions to address privacy-related 
issues in EMRs and enhance data security measures 
and staff training to safeguard patient confidentiality 
and improve overall work quality.

Keywords: EMR privacy, health care professionals, 
work quality, privacy concerns, stress levels, patient 
data security
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Integrating electronic medical records )EMRs( 
into contemporary healthcare systems represents 

a significant advancement, promising to improve 
healthcare service quality while alleviating financial 
burdens on healthcare institutions. However, alongside 
these advancements, concerns regarding the security of 
EMRs have surfaced, particularly regarding the privacy 
of patients’ sensitive information. Privacy is paramount 
in healthcare settings, as it ensures the protection, 
confidentiality and security of patients’ personal and 
medical information. However, transitioning from 
paper-based medical records to EMRs has introduced 
new challenges in maintaining privacy. Electronic 
medical records, stored electronically, are accessible 
to multiple individuals within the healthcare system. 
While this facilitates information sharing, it also 
heightens the risk of unauthorized access and privacy 
breaches.1 Understanding the factors influencing 
compliance with EMR privacy policies among 
hospital information technology )IT( staff has become 
imperative for safeguarding patient confidentiality.2 
Several studies have investigated the motivations of IT 
staff’s adherence to EMR privacy policies, employing 
theoretical frameworks such as protection motivation 
theory )PMT( and the theory of reasoned action 
)TRA(. For example, a study carried out in Taiwan 
highlighted the significance of perceived vulnerability, 
perceived severity of threats, fear arousal, response 
efficacy, self-efficacy, and subjective norms in shaping 
IT staff’s behavioral intention to comply with privacy 
policies.2 Similarly, a study on the relationships among 
motivation, habits, and compliance with EMR privacy 
policies among hospital employees emphasized the 
pivotal role of self-efficacy, perceived usefulness, and 
facilitating conditions in predicting compliance habits.3 
Studies such as that by Ceylan et al,4 shed light on 
nurses’ attitudes toward gossip and patient privacy 
practices. The study indicated that nurses with higher 
levels of education, those who received training in 
patient privacy, and those who were knowledgeable 
regarding patient rights regulations were more aware 
of patient privacy. A recent cross-national study carried 
out in Saudi Arabia highlighted acceptable attitudes 
and satisfaction levels among healthcare workers 
toward EMR systems, emphasizing the importance 
of addressing training needs and technical challenges 
to optimize EMR utilization in healthcare settings.5 

Insufficient privacy within EMRs poses significant 
challenges for healthcare professionals, who are also 
patients within the same healthcare facilities. Such 
dual-role individuals may harbor concerns regarding 
the potential access of their medical data by coworkers 
or supervisors.6 The absence of privacy in EMRs 
contributes to heightened stress levels and reduced 
job satisfaction among healthcare staff. Persistent 
worries regarding the security and privacy of their own 
medical records stored in EMRs can lead to increased 
burnout and diminished job satisfaction. Consequently, 
this anxiety may hinder employees’ willingness to 
seek medical assistance or share pertinent health 
details with colleagues, further affecting their overall 
well-being and work effectiveness.7 Access to each 
other’s medical records can create power imbalances 
and undermine trust and mutual respect in the 
workplace. Consequently, teamwork, communication, 
and collaboration may suffer, impeding the delivery 
of high-quality patient care.8 Despite the extensive 
research on EMR privacy, there remains a notable gap 
in understanding how these privacy concerns directly 
affect the quality of work among healthcare employees. 
Current literature has primarily focused on compliance 
behaviors and attitudes toward privacy policies but 
lacks comprehensive analysis of how privacy deficits 
impact professional performance and patient outcomes. 
The present study aims to investigate the impact of 
EMR privacy concerns on the quality of work among 
healthcare employees in Riyadh hospitals, utilizing 
a cross-sectional approach to elucidate the interplay 
between privacy deficits and healthcare professionals’ 
performance and patient outcomes. Through an 
in-depth analysis, this study seeks to provide actionable 
insights for healthcare institutions to address privacy-
related challenges and optimize EMR utilization to 
enhance patient care delivery in Riyadh hospitals.

Methods. This cross-sectional study is designed to 
evaluate healthcare employees’ attitudes, perceptions, 
and experiences related to EMRs and the impact 
of EMR privacy concerns on the quality of work in 
Riyadh hospitals. Ethical approval for the study was 
obtained from the research ethics committee of the 
Saudi Electronic University, Riyadh, Saudi Arabia 
)No.: SEUREC-4515(. The study was carried out in 
compliance with the principles of the Declaration of 
Helsinki. Written informed consent was obtained from 
all participants before their involvement in the study. A 
mixed-method survey approach was utilized to gather 
data from healthcare employees in Riyadh hospitals, 
including allied health professionals, doctors, nurses, 
pharmacists, technicians, and administrative staff.

Disclosure. Authors have no conflict of interests, and the 
work was not supported or funded by any drug company.
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To qualify, individuals needed to have at least 
6 months of experience working with EMRs and be aged 
18 years or older, with the ability to provide informed 
consent. Exclusion criteria ruled out healthcare 
employees without direct or indirect access to EMRs, 
temporary or contract staff with less than 6 months of 
experience in their current role, those unable to provide 
informed consent, and individuals working outside 
Riyadh hospitals or in non-healthcare roles.

Data were collected from January to March 2024 
via a self-administered online questionnaire. The 
recruitment method involved distributing the 
questionnaire through email and social media platforms. 
Participation was voluntary, and respondents had the 
option to remain anonymous. The respondents were 
informed on the purpose of the study, and electronic 
consent was obtained before they proceeded with the 
survey. Measures were taken to ensure the confidentiality 
and anonymity of respondents’ responses. The data 
were stored securely and were accessible only to the 
research team. The questionnaire was designed to 
collect comprehensive data regarding the demographic 
characteristics of the respondents, attitudes toward the 
use of EMRs, perceptions of the privacy level of EMRs, 
understanding of the security features of EMRs, the 
impact of EMRs on workload and job satisfaction and 
the relationship between the lack of privacy in EMRs 
and the quality of work. An open-ended question was 
used to identify which sections of EMRs patients find 
most sensitive, to enhance privacy and data protection 
measures. The validity of the survey was assessed via a 
pilot version, which was completed by 10 healthcare 
providers from the target population )Riyadh 
hospitals(. These respondents provided feedback on 
the comprehensibility of the questions and the time 
required to complete the questionnaire. Importantly, 
these 10 respondents were not included in the actual 
survey. Moreover, scale reliability was determined via 
Cronbach’s alpha, which was satisfactory at 0.78 for 
the entire scale. The survey tool was made available in 
both Arabic and English to accommodate the language 
preferences of the respondents.

Statistical analysis. Statistical analysis was carried 
out using the Statistical Package for the Social Sciences, 
version 25.0 )IBM Corp., Armonk, NY, USA( for 
Windows. Descriptive statistics, including frequencies, 
percentages, means, and standard deviations, were 
reported for demographic characteristics and responses 
to survey questions. Inferential statistics included an 
independent t-test to determine differences in opinions 
on privacy and EMRs based on the type of organization; 
a one-way ANOVA to identify differences in opinions 

according to age, years of experience, and education 
level; and a Pearson correlation to examine relationships 
between privacy concerns in EMRs and their effects on 
healthcare staff. All results with a p-value of <0.05 were 
considered statistically significant.

Results. Table 1 provides a comprehensive snapshot 
of the healthcare workforce included in the present 
study. Most respondents were Saudi nationals )83.7%(. 
The age distribution was concentrated in the 23-34 
and 35-44 years age groups. The gender representation 
was balanced, with 58.3% female and 41.7% 
male participants. The study included a variety of 
occupational roles, with higher participation from allied 
health professionals )29.4%( and nurses )22.8%(. Most 
respondents were employed in public organizations 
)87.4%(. Additionally, a substantial proportion of 
the respondents )48.3%( had more than 10 years of 

Table 1 - General characteristics of the study population )N=381(.

Variables n (%)

Nationality
Saudi
Non-Saudi

319 )83.7(
62 )16.3(

Age (years)
23-34
35-44
45-54
55-64
65 or older

167 )43.8(
149 )39.1(
56 )14.7(
8 )2.1(
1 )0.3(

Gender
Male
Female

159 )41.7(
222 )58.3(

Occupation
Allied health
Physician
Nurse
Pharmacist
Technician
Administrative
Other

112 )29.4(
43 )11.3(
87 )22.8(
20 )5.2(
39 )10.2(
63 )16.5(
17 )4.6(

Type of organization
Public
Private

333 )87.4(
48 )12.6(

Years of experience
1-5
6-10
more than 10

122 )32.0(
75 )19.7(
184 )48.3(

Education
Diploma
Bachelor’s
Master’s
PhD 
Residency
Other

35 )9.2(
229 )60.1(
78 )20.5(
33 )8.7(
4 )1.0(
2 )0.5(

Values are presented as numbers and percentages )%(. 
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experience, and the majority held a bachelor’s degree 
)60.1%(.

Table 2 provides a detailed examination of healthcare 
professionals’ perceptions and behaviors concerning 
the privacy of EMRs, offering insights into their level 
of familiarity with EMRs, the protection of patient 
records, organizational privacy policies, and incidents 
of unauthorized access to EMRs.

The results revealed that 79.3% of the respondents 
expressed familiarity with using EMRs in their hospital 
)p=0.00(, suggesting a high degree of integration and 
usage within the healthcare setting. However, a small 
percentage )6.3%( indicated a lack of familiarity, 
highlighting potential disparities in digital literacy 
among healthcare professionals. With respect to the 
protection of patient records, 69.6% of respondents 
believe that records are safeguarded against unauthorized 
access in their hospital )p=0.00(. However, the notable 
percentage )18.9%( who are unsure or disagree 
)11.5%( underscores the need for continued efforts to 
reinforce data security practices. Similarly, 75.3% of 
the respondents reported the presence of organizational 
policies related to EMR privacy )p=0.00(, 6.8% of the 
participants were unaware of these policies, and 17.8% 
of them were not sure regarding the presence of such 
policies. Finally, 25.5% of the respondents admitted 
to accessing a colleague’s EMR without permission 
out of curiosity )p=0.00(, which raises significant 

concerns regarding potential breaches of privacy within 
the healthcare environment. However, 75.5% of the 
respondents either did not engage in this behavior or 
were unsure on it.

Respondents provided varied insights in response 
to the question, ‘which section in your EMRs do 
you not like to be exposed to others the most?’. 
Concerns primarily revolved around exposing personal 
information, including phone numbers, addresses, 
social security numbers, and government ID numbers, 
indicating a heightened sensitivity toward identity 
protection. Additionally, the respondents expressed 
unease regarding disclosing medical history and records, 
particularly medical record numbers, medication and 
medical procedures, psychological health assessments, 
laboratory analysis results, past medical and surgical 
histories, health diagnoses, and medications. These 
findings underscore the importance of safeguarding 
both personal and medical data within EMRs systems. 
Furthermore, some participants cited general discomfort 
with the idea of their medical records being used for 
personal purposes, reflecting broader apprehensions 
regarding data privacy and ethical use. Interestingly, a 
minority of respondents indicated an aversion to the 
exposure of ‘everything,’ emphasizing a comprehensive 
concern for the entirety of their EMRs.

Table 3 provides the results regarding the perceived 
effects of the lack of privacy in EMRs on healthcare staff 

Table 2 - Privacy in the electronic medical records within the studied healthcare settings.

Privacy in the EMR items No Yes Not sure Mean±SD P-values

Healthcare staff are familiar with EMRs in their healthcare settings. 24 )6.3( 302 )79.3( 55 )14.4( 2.73±0.569 0.00
Patient records are protected against unauthorized access in the healthcare settings. 44 )11.5( 265 )69.6( 72 )18.9( 2.58±0.689 0.00
Healthcare settings established clear policy on EMRs privacy. 26 )6.8( 287 )75.3( 68 )17.8( 2.68±0.594 0.00
Healthcare staff access a colleague’s EMR without permission out of curiosity. 241 )63.3( 97 )25.5( 43 )11.2( 2.37±0.864 0.00

Values are presented as numbers and percentages )%( and mean ± standard deviation )SD(. EMRs: electronic medical records

Table 3 - Effects of lack of privacy in electronic medical records on healthcare staff.

Lack of privacy in EMR items Strongly disagree Disagree Neutral Agree Strongly agree Mean±SD P-values

Concerns regarding the lack of privacy in EMRs has 
impact on patient and staff confidentiality. 26 )6.8( 39 )10.2( 74 )19.4( 117 )30.7( 125 )32.8( 3.72±1.214 0.041

Healthcare staff avoids seeking medical care in their 
organization due to the lack of privacy in EMRs. 71 )18.6( 87 )22.8( 89 )23.4( 62 )16.3( 72 )18.9( 2.94±1.376 0.62

The lack of privacy in EMRs has increased staff 
personal stress levels. 31 )8.1( 88 )23.1( 112 )29.4( 101 )26.5( 49 )12.9( 3.13±1.150 0.010

Extra work is required to enhance the privacy and 
security of EMRs. 8 )2.1( 12 )3.1( 54 )14.2( 157 )41.2( 150 )39.4( 4.12±0.914 0.038

The lack of privacy in EMRs influences the behavior of 
the staff toward me in a negative way. 34 )8.9( 87 )22.8( 172 )45.1( 50 )13.1( 38 )10.0( 2.92±1.055 0.75

Values are presented as numbers and percentages )%( and mean ± standard deviation )SD(. EMRs: electronic medical records
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and the healthcare environment. The results illustrate 
the concerns regarding patient and staff confidentiality, 
the avoidance of seeking medical care, increased personal 
stress levels, the perceived need for additional efforts to 
increase privacy and security, and the influence of EMR 
privacy on staff behavior.

The results showed that a substantial portion of 
participants )63.5%( expressed agreement )30.7%( or 
strong agreement )32.8%( regarding their apprehension 
on the impact of EMR privacy on both themselves and 
staff confidentiality. Moreover, a statistically significant 
association was found between concerns on EMR 
privacy and its impact on healthcare staff confidentiality 
)p=0.041(. Similarly, the impact of a lack of privacy on 
staff stress levels was evident, with 39.4% agreeing or 
strongly agreeing that their stress levels increased. The 
statistical analysis revealed a significant association 
between concerns on EMR privacy and increased staff 
stress levels )p=0.010(. This suggests that the lack of 
privacy in EMRs contributes to heightened stress levels 
among healthcare staff, highlighting the importance of 
addressing privacy concerns to mitigate such effects. 
Additionally, most respondents recognized the need for 
additional efforts to increase the privacy and security 
of EMRs, with 80.6% expressing agreement or strong 
agreement. A significant statistical association was 
registered )p=0.038(, which underscores the importance 
of prioritizing efforts to bolster the privacy and 
security measures surrounding EMRs to address the 

concerns voiced by healthcare staff. In terms of seeking 
medical care within their organization, 35.2% of the 
respondents reported some degree of avoidance, with 
22.8% disagreeing and 18.9% strongly disagreeing. No 
statistically significant association )p=0.62( was detected 
between concerns on EMR privacy and avoidance of 
seeking medical care within the organization. With 
respect to the influence of EMR privacy on staff 
behavior, 23.1% of the participants perceived a negative 
impact. The statistical analysis yielded a p-value of 0.75, 
indicating no significant association between concerns 
on EMR privacy and perceived negative influence on 
staff behavior.

Table 4 presents a comparative analysis of the 
responses based on the type of organization, age, years 
of experience and educational level of the respondents, 
which helps understand the perceptions of privacy in 
EMRs and the perceived effects of the lack of privacy 
on healthcare staff.

The analysis of the perception of privacy in EMRs 
across respondent characteristics revealed that the 
perception of privacy varied significantly across years of 
experience )p=0.024(. The participants with 1-5 years of 
experience had a mean perception score of 2.50±0.362, 
whereas those with 6-10 years of experience had mean 
score of 2.47±0.328 and those with more than 10 years of 
experience had mean score of 2.58±0.284. This finding 
indicates that more experienced participants perceive 
privacy differently, with slight variations across different 

Table 4 - Perceptions of privacy and lack of privacy across participants’ characteristics.

Variables
Privacy and EMRs Effects of lack of privacy in EMRs on the healthcare staff

n (%) Mean±SD P-values n (%) Mean±SD P-values
Type of organization

Private
Public

48 )12.6(
333 )87.6(

2.52±0.284
2.53±0.327 0.829 48 )12.6(

333 )87.6(
3.12±0.817
3.30±0.820 0.160

Age (years)
23-34
35-44
45-54
55-64
65 or older

167 )43.8(
149 )39.1(
56 )14.7(
8 )2.1(
1 )0.3(

2.50±0.358
2.54±0.307
2.60±0.238
2.52±0.301

2.60

0.392

167 )43.8(
149 )39.1(
56 )14.7(
8 )2.1(
1 )0.3(

3.41±0.844
3.24±0.781
3.06±0.786
2.85±0.687

1.66

0.005

Years of experience
1-5
6-10
More than 10

122 )32.0(
75 )19.7(
184 )48.3(

2.50±0.362
2.47±0.328
2.58±0.284

0.024
122 )32.0(
75 )19.7(
184 )48.3(

3.46±0.810
3.2±0.775
3.17±0.829

0.011

Education
Diploma
Bachelor’s
Master’s
PhD
Residency
Other

35 )9.2(
229 )60.1(
78 )20.5(
33 )8.6(
4 )1.0(
2 )0.6(

2.57±0.303
2.53±0.329
2.51±0.328
2.54±0.285
2.45±0.341
2.70±0.424

0.900

35 )9.2(
229 )60.1(
78 )20.5(
33 )8.6(
4 )1.0(
2 )0.6(

3.31±0.751
3.26±0.862
3.51±0.706
2.84±0.713
3.21±0.737
3.00±0.471

0.006

Values are presented as numbers and percentages )%( and mean ± standard deviation )SD(. EMRs: electronic medical records
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experience levels. In contrast, the perception of privacy 
did not significantly vary when the type of organization 
)p=0.829(, age )p=0.392(, or education level )p=0.900( 
was considered. These findings suggest that these factors 
do not notably influence how participants perceive 
privacy in EMRs, indicating a general uniformity in 
privacy perception across these demographic categories.

Regarding the effect of lack of privacy on healthcare 
staff, significant differences were observed across age 
groups )p=0.005(, years of experience )p=0.011(, and 
education levels )p=0.006(. Compared with older 
participants, younger participants )23-34 years old( 
reported a greater mean effect score of 3.41±0.844, 
with the score notably decreasing in participants aged 
55-64 years )2.85±0.687( and those aged 65 years or 
older )1.66(. Similarly, participants with 1-5 years of 
experience reported a greater impact )3.46±0.810( than 
did those with more experience. In terms of education, 
those with a master’s degree reported the highest mean 
effect score )3.51±0.706(, whereas those with a PhD 
reported a significantly lower score )2.84±0.713(. 
These findings suggest that younger, less experienced, 
and less formally educated staff perceive a greater 
impact from the lack of privacy. Conversely, the effect 
of lack of privacy on staff did not significantly differ 
between private organizations )3.12±0.817( and public 
organizations )3.30±0.820, p=0.160(, indicating that 
organizational type does not notably affect how staff 
feel impacted by EMR privacy issues.

Our research findings revealed a statistically 
significant negative correlation between respondents’ 
perceptions of privacy in EMRs and the perceived effects 
of the lack of privacy on healthcare staff )r= -0.169, 
p=0.001(. This negative correlation suggests that as 
perceptions of privacy in EMRs increase, the perceived 
negative effects on healthcare staff decrease, and vice 
versa. While the correlation coefficient )-0.169( denotes 
a weak-strength relationship, its statistical significance 
at the 0.001 level underscores its robustness. These 
results underscore the critical importance of addressing 
privacy issues in EMRs to mitigate perceived adverse 
effects on healthcare staff and maintain both patient 
confidentiality and staff well-being.

Discussion. The findings of this study provide 
significant insights into healthcare professionals’ 
perceptions of the privacy of EMRs and the associated 
impacts on healthcare staff. The results revealed a high 
familiarity with EMRs among respondents )79.3%(, 
which is consistent with the global trend of increasing 
EMR adoption in healthcare institutions. Similarly, a 
study carried out by Kruse et al9 reported widespread 

familiarity with EMRs, emphasizing their integration 
into routine healthcare practices. However, the 6.3% of 
respondents who expressed unfamiliarity with EMRs 
underscore the need for enhanced digital literacy 
training among the healthcare workforce, especially as 
EMR utilization continues to expand globally.10

Regarding patient data protection, a high number 
of respondents )69.6%( expressed confidence in 
safeguarding records from unauthorized access. 
However, this finding is somewhat lower than other 
studies, such as research by Ghafur et al,11 which 
indicates that healthcare professionals are generally more 
confident in the security of patient records, with over 
80% expressing trust in their hospital’s data protection 
practices. On the other hand, our results align with 
those of recent studies where healthcare professionals 
have expressed ongoing concerns regarding data privacy 
and security despite the presence of EMRs.12,13 The 
notable percentage of respondents in this study who are 
unsure )18.9%( or disagree )11.5%( with this notion 
reflects a gap in communication and the effective 
implementation of data security protocols. This finding 
reinforces the importance of transparent, organization-
wide policies to ensure that all healthcare professionals 
are aware of the safeguards in place to protect patient 
privacy.

Additionally, while most acknowledged the existence 
of organizational privacy policies, the lack of awareness 
among 24.6% of respondents was a critical issue. This 
suggests a gap between policy development and effective 
communication or implementation within healthcare 
organizations.14 This finding aligns with research by 
Appari et al,15 who suggest that despite the prevalence of 
formal policies on EMR privacy, their implementation 
and communication may not be consistent across all 
staff members. This highlights the need for continuous 
education and awareness programs focused on privacy 
policies to ensure comprehensive staff engagement and 
compliance.

One of the most concerning findings from this study 
is that 25.5% of respondents admitted to accessing a 
colleague’s EMR without permission out of curiosity. 
This raises significant ethical and privacy concerns, 
echoing findings from other studies on similar behaviors 
and emphasizing the potential risks of unauthorized 
access.16 The result points to the ethical and legal 
challenges of such behavior and the systemic weaknesses 
in monitoring and enforcing compliance with EMR 
access rules. This calls for stricter enforcement of 
privacy protocols, cultivating a culture that prioritizes 
patient confidentiality and promoting ethical standards 
in healthcare.
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Regarding specific privacy concerns, respondents 
expressed the greatest unease on exposing personal 
information, such as phone numbers, addresses, and 
government ID numbers. These concerns align with 
studies by Fernández-Alemán et al,17 highlighting that 
identity protection remains a critical issue in EMR 
systems. The respondents also voiced concerns on the 
exposure of medical history and sensitive medical data, 
including psychological assessments and medication 
histories. This finding reinforces the importance of 
protecting both personal and medical data in EMRs to 
maintain trust in healthcare systems.

The study also examined the impact of EMR 
privacy concerns on healthcare staff. A substantial 
portion of respondents expressed concerns on the 
impact of EMR privacy on both patient and staff 
confidentiality, and a statistically significant association 
)p=0.041( was found between EMR privacy concerns 
and healthcare staff confidentiality. These results align 
with previous research by Bansal et al,18 which shows 
that privacy concerns often lead to apprehensions on 
the confidentiality of personal health information for 
patients and healthcare providers. Additionally, the 
findings demonstrate that privacy concerns contribute 
to increased stress among healthcare professionals, with 
39.4% of respondents reporting heightened stress. This 
finding is consistent with a study on the mental burden 
imposed on healthcare professionals by inadequate data 
privacy and security measures.19

Another important finding of the present study is 
recognizing the need for enhanced EMR privacy and 
security measures. The study revealed that a significant 
number of respondents agreed with the need for 
additional efforts to improve privacy protection, a 
sentiment supported by other research arguing that 
the rapid digitization of health records has outpaced 
the development of robust security frameworks.20 This 
finding reinforces the necessity for ongoing investments 
in privacy infrastructure and policy updates to ensure 
that EMR systems remain secure and trustworthy.

While concerns on EMR privacy had a notable impact 
on healthcare staff, the study did not find a significant 
association between these concerns and the avoidance of 
seeking medical care within the organization. Similarly, 
the influence of EMR privacy on staff behavior did not 
reach statistical significance )p=0.75(. These findings 
differ from research by Angst et al,21 which suggested 
that privacy concerns could lead to avoiding care and 
altered behavior among healthcare staff. The lack of 
significant findings in this study suggests that while 
privacy concerns are prevalent, they may not be severe 
enough to directly influence healthcare behaviors in the 
studied population.

The comparative analysis based on respondent 
characteristics revealed that perceptions of privacy in 
EMRs vary significantly by years of experience, with 
more experienced professionals perceiving privacy 
differently than less experienced staff. This finding 
aligns with the work of Bishop et al,22 who reported 
that more experienced staff often develop a more 
nuanced understanding of privacy concerns owing to 
their prolonged exposure to EMR systems. In contrast, 
the study revealed no significant variation in privacy 
perceptions based on the type of organization, age, or 
education level, suggesting general uniformity across 
these demographic categories.

The study also revealed a statistically significant 
negative correlation between perceptions of privacy in 
EMRs and the perceived effects of the lack of privacy on 
healthcare staff. As healthcare professionals’ confidence 
in the privacy of EMRs increases, their concerns on 
the adverse effects of insufficient privacy decrease. This 
finding, although weak, highlights the importance of 
addressing privacy concerns to improve healthcare staff’s 
overall well-being. Similarly, a previous study suggested 
that increasing privacy protection can reduce the 
perceived negative impacts on healthcare professionals, 
leading to a more supportive and ethical healthcare 
environment.23

To address the concerns raised, healthcare institutions 
must implement enhanced privacy training, advanced 
security measures such as multifactor authentication 
and real-time access monitoring, and transparent 
communication of privacy policies. Encouraging 
feedback mechanisms and fostering a culture that 
prioritizes confidentiality can bridge the gap between 
policy and practice. These steps will improve staff 
confidence, reduce stress, and align EMR systems with 
both technological advancements and ethical standards, 
ultimately enhancing patient care and professional 
satisfaction.

Study limitations. First, the cross-sectional design 
limits the ability to infer causality between EMR privacy 
concerns and their impact on work quality. Second, 
the study is confined to healthcare professionals in 
Riyadh hospitals, which may limit the generalizability 
of the findings to other regions or healthcare settings. 
Additionally, the specific healthcare context in Riyadh 
may not fully reflect practices or challenges in other 
regions of the country. Third, self-reported data may be 
subject to response biases, including social desirability 
bias, where respondents might have provided answers 
they believe to be more socially acceptable or favorable. 
Finally, the study’s reliance on voluntary participation 
might introduce selection bias, as those with stronger 
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opinions or concerns may have been more likely to 
respond.

In conclusion, the findings from this study underscore 
the urgent need for healthcare institutions to address 
EMR privacy concerns to maintain staff well-being and 
ensure high-quality patient care. Key recommendations 
include implementing comprehensive training programs 
focusing on EMR privacy policies and safeguarding 
patient information, such as mandatory quarterly 
training sessions for all staff to ensure ongoing awareness 
and compliance. Additionally, healthcare institutions 
should invest in advanced security technologies and 
protocols, such as multifactor authentication and data 
encryption, to protect EMR systems from unauthorized 
access. Regular audits and real-time monitoring of EMR 
access logs should be carried out to detect and prevent 
unauthorized access, and establishing support systems 
to help healthcare staff manage stress related to EMR 
privacy concerns is essential for maintaining a healthy 
work environment.

Acknowledgment. The authors gratefully acknowledge the 
Deanship of Scientific Research of the Saudi Electronic University, 
Riyadh, Saudi Arabia, for providing financial support and access to 
facilities that enabled the completion of this study. The authors also 
extend their heartfelt thanks to all the respondents who generously and 
voluntarily participated in the study. Additionally, They would like to 
thank AJE Editing for the English language editing.

References
  
  1. WHO. eHealth at WHO. [Updated 2019; accessed 2024 Oct 

20]. Available from: https://www.who.int/ehealth/about/en/
  2. Sher M, Talley PC, Yang C, Kuo K. Compliance with electronic 

medical records privacy policy: an empirical investigation of 
hospital information technology staff. INQ: The J of Health 
Care Organization, Provision, and Financing 2017; 54: 1-12.

  3. Kuo K, Chen YC, Talley PC, Huang C. Continuance 
compliance of privacy policy of electronic medical records: the 
roles of both motivation and habit. BMC Med Inform Decis 
Mak 2018; 18: 1-12.

  4. Ceylan SS, Çetinkaya B. Attitudes towards gossip and patient 
privacy among paediatric nurses. Nurs Ethics 2020; 27: 
289-300.

  5. Al Otaybi HF, Al-Raddadi RM, Bakhamees FH. Performance, 
barriers, and satisfaction of healthcare workers toward electronic 
medical records in SaudiArabia: a national multicenter study. 
Cureus 2022; 14: 1-14.

  6. Hasanain RA, Vallmuur K, Clark M. Electronic medical 
record systems in Saudi Arabia: knowledge and preferences of 
healthcare professionals. J Health Inform Dev Ctries 2015; 9: 
23-31.

  7. Alumran A, Aljuraifani S, Almousa Z, Hariri B, Aldossary H, 
Aljuwair M, et al. The influence of electronic health record use 
on healthcare providers burnout. Inform Med Unlock 2024; 50: 
1-7.

  8. Amano A, Brown-Johnson CG, Winget M, Sinha A, Shah S, 
Sinsky CS, et al. Perspectives on the intersection of electronic 
health records and health care team communication, function, 
and well-being. JAMA Netw Open 2023; 6: 1-12.

  9. Kruse CS, Stein A, Thomas H, Kaur H. The use of electronic 
health records to support population health: a systematic review 
of the literature. J Med Syst 2018; 42: 1-16.

10. Dougherty M, McGavin R, Richardson JE, Wines RC, Horvath 
M. Health information technology adoption and utilization 
in long-term and post-acute care settings. [Updated 2023; 
accessed 2024 Oct 26]. Available from: https://www.ncbi.nlm.
nih.gov/books/NBK606653/

11. Ghafur S, Kristensen S, Honeyford K, Martin G, Darzi A, Aylin 
P. A retrospective impact analysis of the WannaCry cyberattack 
on the NHS. Digit Med 2019; 2: 1-7.

12. Almaghrabi NS, Bugis BA. Patient confidentiality of electronic 
health records: a recent review of the Saudi literature. Dr. 
Sulaiman Al Habib Med J 2022; 4: 126-135.

13. Banerjee S, Barik S, Das D, Ghosh U. EHR security and 
privacy aspects: a systematic review. [Updated 2023; accessed 
2024 Oct 26]. Available from: https://link.springer.com/
chapter/10.1007/978-3-031-45878-1_17

14. Campione J, Liu H. Perceptions of hospital electronic health 
record )EHR( training, support, and patient safety by staff 
position and tenure. BMC Health Serv Res 2024; 24: 1-11.

15. Appari A, Johnson ME. Information security and privacy in 
healthcare: current state of research. Intl J Internet Enterp 
Manag 2010; 6: 279-314.

16. JanarthananV, Kumaran SM, Nagrale NV, Singh OG, Raj 
KV. Legal and ethical issues associated with challenges in the 
implementation of the electronic medical record system and its 
current laws in India. Cureus 2024; 16: 1-7.

17. Fernández-Alemán JL, Señor IC, Lozoya PÁ, Toval A. Security 
and privacy in electronic health records: a systematic literature 
review. J Biomed Inform 2013; 46: 541-562.

18. Bansal G, Zahedi FM, Gefen D. The impact of personal 
dispositions on information sensitivity, privacy concern and 
trust in disclosing health information online. Decis Support Syst 
2010; 49: 138-150.

19. Shrestha A, Graham DM, Dumaru P, Paudel R, Searle KA, 
Al-Ameen MN. Understanding the behavior, challenges, and 
privacy risks in digital technology use by nursing professionals. 
Proc ACM Hum Comput Interact 2022; 6: 1-22.

20. Hester M. Healthcare privacy in an electronic data age. 
[Updated 2024; accessed 2024 Jun 25]. Available from: https://
doi.org/10.1007/978-3-031-51063-2_10

21. Angst CM, Agarwal R. Adoption of electronic health records 
in the presence of privacy concerns: the elaboration likelihood 
model and individual persuasion. MIS Quarterly 2009; 33: 
339-370.

22. Bishop TF, Ryan AM, Casalino LP, Moynihan JL. Paid 
malpractice claims for adverse events in inpatient and outpatient 
settings. JAMA 2011; 305: 2427-2431.

23. Ayatollahi H, Mirani N, Haghani H. Electronic health records: 
what are the most important barriers? Perspect Health Inform 
Manag 2013; 14: 1-12.

https://www.who.int/ehealth/about/en/
https://www.who.int/ehealth/about/en/
https://journals.sagepub.com/doi/10.1177/0046958017711759
https://journals.sagepub.com/doi/10.1177/0046958017711759
https://journals.sagepub.com/doi/10.1177/0046958017711759
https://journals.sagepub.com/doi/10.1177/0046958017711759
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0722-7
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0722-7
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0722-7
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0722-7
https://pubmed.ncbi.nlm.nih.gov/31088205/
https://pubmed.ncbi.nlm.nih.gov/31088205/
https://pubmed.ncbi.nlm.nih.gov/31088205/
https://www.cureus.com/articles/71572-performance-barriers-and-satisfaction-of-healthcare-workers-toward-electronic-medical-records-in-saudi-arabia-a-national-multicenter-study#!/
https://www.cureus.com/articles/71572-performance-barriers-and-satisfaction-of-healthcare-workers-toward-electronic-medical-records-in-saudi-arabia-a-national-multicenter-study#!/
https://www.cureus.com/articles/71572-performance-barriers-and-satisfaction-of-healthcare-workers-toward-electronic-medical-records-in-saudi-arabia-a-national-multicenter-study#!/
https://www.cureus.com/articles/71572-performance-barriers-and-satisfaction-of-healthcare-workers-toward-electronic-medical-records-in-saudi-arabia-a-national-multicenter-study#!/
https://www.jhidc.org/index.php/jhidc/article/view/135
https://www.jhidc.org/index.php/jhidc/article/view/135
https://www.jhidc.org/index.php/jhidc/article/view/135
https://www.jhidc.org/index.php/jhidc/article/view/135
https://doi.org/10.1016/j.imu.2024.101588
https://doi.org/10.1016/j.imu.2024.101588
https://doi.org/10.1016/j.imu.2024.101588
https://doi.org/10.1016/j.imu.2024.101588
https://doi.org/10.1001/jamanetworkopen.2023.13178
https://doi.org/10.1001/jamanetworkopen.2023.13178
https://doi.org/10.1001/jamanetworkopen.2023.13178
https://doi.org/10.1001/jamanetworkopen.2023.13178
https://doi.org/10.1007/s10916-018-1075-6
https://doi.org/10.1007/s10916-018-1075-6
https://doi.org/10.1007/s10916-018-1075-6
https://www.ncbi.nlm.nih.gov/books/NBK606653/
https://www.ncbi.nlm.nih.gov/books/NBK606653/
https://www.ncbi.nlm.nih.gov/books/NBK606653/
https://www.ncbi.nlm.nih.gov/books/NBK606653/
https://www.ncbi.nlm.nih.gov/books/NBK606653/
https://doi.org/10.1038/s41746-019-0161-6
https://doi.org/10.1038/s41746-019-0161-6
https://doi.org/10.1038/s41746-019-0161-6
https://doi.org/10.1007/s44229-022-00016-9
https://doi.org/10.1007/s44229-022-00016-9
https://doi.org/10.1007/s44229-022-00016-9
https://link.springer.com/chapter/10.1007/978-3-031-45878-1_17
https://link.springer.com/chapter/10.1007/978-3-031-45878-1_17
https://link.springer.com/chapter/10.1007/978-3-031-45878-1_17
https://link.springer.com/chapter/10.1007/978-3-031-45878-1_17
https://doi.org/10.1186/s12913-024-11322-3
https://doi.org/10.1186/s12913-024-11322-3
https://doi.org/10.1186/s12913-024-11322-3
https://doi.org/10.1504/IJIEM.2010.035624
https://doi.org/10.1504/IJIEM.2010.035624
https://doi.org/10.1504/IJIEM.2010.035624
https://doi.org/10.7759/cureus.56518
https://doi.org/10.7759/cureus.56518
https://doi.org/10.7759/cureus.56518
https://doi.org/10.7759/cureus.56518
https://pubmed.ncbi.nlm.nih.gov/23305810/
https://pubmed.ncbi.nlm.nih.gov/23305810/
https://pubmed.ncbi.nlm.nih.gov/23305810/
https://doi.org/10.1016/j.dss.2010.01.010
https://doi.org/10.1016/j.dss.2010.01.010
https://doi.org/10.1016/j.dss.2010.01.010
https://doi.org/10.1016/j.dss.2010.01.010
https://doi.org/10.1145/3555763
https://doi.org/10.1145/3555763
https://doi.org/10.1145/3555763
https://doi.org/10.1145/3555763
https://doi.org/10.1007/978-3-031-51063-2_10
https://doi.org/10.1007/978-3-031-51063-2_10
https://doi.org/10.1007/978-3-031-51063-2_10
https://doi.org/10.2307/20650295
https://doi.org/10.2307/20650295
https://doi.org/10.2307/20650295
https://doi.org/10.2307/20650295
https://doi.org/10.1001/jama.2011.813
https://doi.org/10.1001/jama.2011.813
https://doi.org/10.1001/jama.2011.813
https://pmc.ncbi.nlm.nih.gov/articles/PMC4272437/
https://pmc.ncbi.nlm.nih.gov/articles/PMC4272437/
https://pmc.ncbi.nlm.nih.gov/articles/PMC4272437/

	Title
	Authors
	Affiliation
	ABSTRACT
	Introduction
	Methods
	Results
	Discussion
	References
	Acknowledgment

